
Enhance Conferencing Security with Sonexis™ ConferenceManager

The Sonexis ConferenceManager is designed to provide superior security for your conferences.  In
addition to enjoying the benefits of the system’s ease of use and its cost advantages, organizations
also gain from the ConferenceManager’s ability to better protect the information shared during audio
and web conferences.  By providing enhanced conference access security and document security, and
allowing better control of network security, organizations can be confident that their vital corporate
information and property are protected from unauthorized access.

Conference Access Security

The Sonexis ConferenceManager uses comprehensive security measures to ensure that conference
access can be strictly controlled, including:

➢ Account creation password.
Administrators may password-
protect the ability to set up an
account for conferencing.

➢ A unique Conference ID 
and PIN. As part of the regis-
tration process, hosts select a
unique Conference ID and PIN.
These unique identifiers are
required whenever hosts log in
to their account to modify
account information, schedule
or host conferences, or view saved conferences.  The Conference ID and PIN are unique and 
confidential and they identify a person as a trusted, registered user.

➢ Unique participant PINs. The host can select to randomly generate a unique PIN for each 
participant.  Participants will need to know the Conference ID and their PIN in order to join the
conference.  Using unique PINs adds an additional level of security to the conference.

➢ Password security. As an extra layer of security and to further protect conferences, a host can
set a password for a conference.  All participants will need to know this password in order to
join the conference.

➢ Invitation-only access. Only participants invited will have the information needed to join a 
conference – dial-in number, URL, Conference ID, PIN, date and time of the conference, as well
as the conference password, if required.

➢ Participant list. A list of all conference participants is provided which allows the host to see 
who has joined the conference at all times.  Participants’ phone numbers display in the audio
console if your telephony configuration supports automated number identification (ANI).

➢ Conferences can be "locked", thereby preventing unwanted guests from entering.

➢ Participants are announced as they enter and exit the audio conference and the host can hear a
roll call at any time.  If unwanted visitors dial in to the audio conference, they are immediately
detected and hosts have the option to instantly disconnect them.

➢ Dial-out permission. Dial-out permission can be enabled by the administrator on a per account
basis, for all hosts, or for none.
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Document Security

Using the Sonexis ConferenceManager, all documents presented for sharing during a
conference stay within your organization’s network.  In contrast to using an outside
conferencing service provider, there is no need to transfer confidential information –
spreadsheets, presentations, documents – outside your network, where it becomes
vulnerable to unauthorized viewing or capture.

Network Security

Because the Sonexis ConferenceManager is an in-house conferencing system, it
allows organizations better control over its security.  This is in contrast to relying on
outside service providers to handle system security.

➢ The Sonexis ConferenceManager can be installed behind the corporate firewall.
It can be protected by the same security protocols in place for the rest of your
organization’s network.

➢ Sonexis has specially configured the Windows operating system implemented
within the ConferenceManager system to be shielded from viruses and other
intrusions.  

➢ The Sonexis ConferenceManager is under your organization’s physical 
protection against power outages, temperature extremes, and other threats.
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integrated audio and
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while significantly
reducing the cost of
conferencing.
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